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PRIVACY: PROTECTING NOT PREVENTING

Anna Gifford, Manager, Knowledge Management Team
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1. What we do in the Privacy team 

2. Privacy basics for schools

3. The most common causes of 

privacy breaches and how to 

avoid them

What we will cover today:
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DET InfoSafe

Program
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• Provide expert and practical advice to schools and DET

• Review Privacy Impact Assessments (PIAs) and support 

their completion

• Handle privacy complaints

• Respond to privacy incidents

• Develop resources

• Deliver privacy training

• Liaise with and support other related DET areas

Privacy team
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PRIVACY 

=

Protecting not preventing

Demonstrates respect, 

trust and integrity 

No surprises
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Privacy law

Balance

an individual’s 

right to privacy 

&

the need of government 

and organisations to 

carry out functions
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Raise awareness 
Schools’ Privacy Policy and 

the ‘need to know’ framework 

Due diligence
Privacy Impact Assessment 

(PIA) process for online tools 

React appropriately 
Privacy Incident Management 

process 

Privacy
Basics 
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Privacy in Practice: raise awareness 

1. Ensure staff are aware of the 

Schools’ Privacy Policy and 

the need to know framework 

and what it means in their role

2. Put privacy on the agenda at 

leadership and team meetings

3. Know where sensitive and 

health information is used in 

your school   

4. Keep parents informed with 

simple communications
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Privacy in Practice: due diligence and 
online tools 

• Use the right system for the right 

purpose

• Ensure that all staff training on new 

systems e.g. permissions and uploading 

of documents

• Use the privacy impact assessment 

matrix to get an overview of your 

systems

• Ensure a key member of staff has an 

overview of staff permissions and staff 

access to data

• Lock down permissions and access to 

student-facing and parent-facing sites



10

Privacy in Practice: react appropriately 

• Ensure staff notify you if 

something goes wrong 

• Act quickly and ask for support

• Use the Privacy incident 

management checklist

• Involve the right staff to Contain, 

Assess and Remediate

• Contact the Privacy Team 

Privacy@edumail.vic.gov.au

03 8688 7967  

mailto:Privacy@edumail.vic.gov.au
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The most common 

causes of privacy 

breaches and how 

to avoid them
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Privacy
Basics 
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Simple solutions: set expectations for your 
staff

Staff are required to 

protect their passwords

Passwords are never 

visible to students 

Confidential information 

is only ever read or 

reviewed in a room that 

students cannot access 

or view

Sensitive information is 

held behind a firewall 

and not copied to USB 

or BYOD devices
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Parental communication
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How the Privacy 
team can support 
your schoolHow the 

Privacy team 

can support 

your school

In-school 

privacy training 

for teaching and 

non-teaching 

staff

Incident support 

team offering 

on-site support 

directly to 

principals 

Resources and 

information packs 

to assist you to 

formulate and 

review policies 

and procedures

PIA process and 

Conditions of 

connection project: 

helping you to 

choose compliant 

software

Dedicated privacy 

officers who can 

be contacted 

directly for advice 

and support
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WHERE TO FIND OUT MORE ABOUT PRIVACY

Seek advice from your supervisor or manager

Go to the DET website for:

Schools’ Privacy Policy

Schools’ Privacy Policy: frequently asked questions for staff

Schools’ Privacy Policy: information for parents

Go to the intranet for:

Privacy on a Page: for Principals 

Privacy on a Page: for Teachers 

Privacy on a Page: for Student Health and Wellbeing Staff

LearnED in eduPay for:

Privacy for Schools eLearning module (DET-57)

Privacy Team

Phone: 03 8688 7967

Email: privacy@edumail.vic.gov.au 
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QUESTIONS?

Contact us at: 

privacy@edumail.vic.gov.au 


